
      
  
 
 

  
                                                                                    
 

www.nikrama.bg 
 
 

  Стр. 1 

Agent Based Monitoring – how it works? 

 

Almost two thirds of employees use professional data outside of the company without the consent of 
the employer1. 

What is more, the report of B2B International and Kaspersky Lab suggests that only last year 
approx. 32% of companies had to face data leaks resulting from the negligence of employees. 

 

The computerization of companies offers great opportunities for development, but also poses 
a risk of data loss resulting from system failures or human activity. Therefore it is critical to 
have a solution guaranteeing the full security of stored information. It can be provided not 
only by anti-viral software, but also by device monitoring tools. Monitoring software usually 
consists of two modules: the central application and a client (Agent) – installed directly on the 
employee’s computer. 

 

How does the Agent work? 

With the Agent installed, it is possible to get a remote access to the machine and to perform 
four basic actions: provide technical support, protect data, perform an inventory of the 
hardware and software, and monitor the user activity. 

The Agent can be installed in a few ways: through the Active Directory with the use of MSI 
installer, remotely with the use of an anti-viral software management console, manually on 
each machine, or remotely via WMI - 
explains Grzegorz Oleksy, CEO of Axence, a company offering nVision software for the 
monitoring of corporate network security. 

As an effect, the network administrator is able to use the central application, usually installed 
on the server, to communicate with the client residing on the user’s machine. Therefore most 
actions are executed by client application, which runs according to the instructions of the 
central application. 

Agent operation should not be a load for the CPU or the corporate network. Average daily 
traffic generated by a single Agent is approx. 100kB, while the amount of stored data varies 
from 30 to 50 MB. 

                                                             
1 research performed by Symantec. 



      
  
 
 

  
                                                                                    
 

www.nikrama.bg 
 
 

  Стр. 2 

 

Security in the hands of the Agents 

With such software the employer can obtain various information: application usage statistics, 
a list of software installed in the machine, actual user activity time, a list of printed 
documents, or  a list of hardware connected to the machine. Thanks to the software, the 
administrator knows about all Flash drives installed in the computers, and about data copied 
to such Flash disks. If necessary, the employer may block the copying of files to external 
disks in order to protect the company against data leaks. 

Grzegorz Oleksy explains that all the information transmitted between computers is secured 
with special protection measures to prevent access by unauthorized persons. 

Agents send small information packages every few hours. All transmitted data are 
compressed before sending and uncompressed after receiving in nVision. Additionally, 
information transmitted by the Agent is secured with a 256-bit key, and the database – with 
an appropriate password. You do not have to worry about the leakage of strategic data from 
the company  
– comments Grzegorz Oleksy. 

The purchase of appropriate software should not damage the company’s financial resources – 
and in certain cases can generate a return within days. Therefore, not all Agents appearing at 
your company mean trouble – some of them can be quite helpful. What is important, such an 
Agent works 24 hours a day, 7 days a week – and never asks for a day off. 

 


